PERPA
“A Private Conversation”

FERPA Basics far

iﬂyu&aﬁ, and Administration
hn Snodgrass,

*|  Séme situations to ponder, ,

But How Long Did She Take?

“HellozThis is Wanda Nancire from ACME degree verification, and
wouldNike 1o verify whether or not Faye Ledemale catned her
bachelorddegree at [OU, as well as her soajor and date of
conferral. Paye’s SSN io 98765432 1; can you help me?”

HOU's Bnrollment Seavices specialist, Yaz 1. Kann, known for his
cheerful demeanorapd speedy response time, replied *Why yes
Wanda, Faye earned her BA in Creative Attendance May 31,
1988. 1s there anything elee T can help you with?®

Since IOU has degrees and majow listed in their directory
information, is this a FERPA !
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tacted by the Admisstons Ditector at IOU who
Ttinent information on 2 Ms. I Meanar, one of your
ity who 15 In her first semester 2t OU. The Dicectorako

Icatton for admisslon. In reviesdng the copy, you

¢ a fraud, and defininely Jas been tampered with. D
also had a very dublqus record at your institution, and schually was on
disciplinary probatfors Wanting to set the record strafght, you fax the

disciplinary record o dmisston Offfce, ss well s verifying that the
transeript 18 bogus. *Foul™7 proclaims, and files & complaint with the
FERPA Compliance Office atainst BOTH insinntfons, stating that she
did not sign a release to allow the sending of any of thate recoids
between the schools.

Was this a FERPA violation?

What a Great Student!i!

Fhinkirgft woudd be great 1o ket the entize office know aboat the great student

. sy who b working this seomster, Direcior B B, Bhiemos decided to part
an prikde in the weekly nesletter thet was distibanad throughout the office,

the diitten, snd administrative offices. The artide was way complimenzary,
Following text:

rding Chapman shudent, coming from Shangre, LA Sue
uﬁe‘ major, & an honor student with 2 3.16 gpa, has

served as the st y president, safiball 1eam, and has plane to go into

Undrersity Advanceméng after ehe completes ber Jogree. Ptease stop by and

ritel? Sue beas fed a conplaing with the Congpli Ofice, stating that che
e e o T v rih the Compliance Qlfien watire
Do we have 2 problem?

ce Letter

“Hello Dean Aiger” Con sou zend out # letter of refezence for me to Sub
Prime M e” the email stated. “Tve got a great Job oppottunity
and if youl could send this out today 1 would really appreciate 0™, The

- email fote from a former advisee and snudent Intermn assigned o the

ut the letter that day, stating ihe studeny was & great
teader, had a3 67 GPA, but was a 4.00 shadent hee lastyear after
fcant perconal, financlal, and academic hurdles.
ple of how one effectively deals with adversity.

Surprise! Student files a con
stated in the letter {cdniousiy she
problem?

int saying she didn't approve of what was
yidn'lgetﬂ'iehbg.wf)ow have &
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We HavpTo Lick AN 10,000 Envelopes?

1o do theic fir share to meet the $3 Billion goal, the Alumnd

ecides a “Please Dig Deep” mailer to all alums might generate
some positive results. Looking at oser 10,000 in the datbase, 1f this
1s to be dohe quickly the onty possible solution 18 to work sdth an,

outzlde vendo to do the ketter generation, determine updated
addresses, s majfl. "No problem® sas the vendor. Howeser, in
order for the v canTy out J; pro ey tequested student

names, 55N, most réepnt address, gradintion date, rank in class, and
2p “No can do” saps the IR person. “To release that Information to
a vendor would be a FERPA violation™.

True?

That's What I Know

The profesedr was extremely troubled. He had just wiinessed a violent
vedl ?::‘}m:ge berween o students followlng his curment Issues
1 cobirze. Bothwere in the cotse, and the student making threatentog
stateateats of physical harm hid tecently seemed moze aggcessive in
chasy disctsions. Two of that student’s mpers refered to counseling
seastons the'sudent had gone to for depression, and medication,

Notknowing what d&m do, fmmediately following the incident the
profescot weat to c safety offfoes and repoited the erhange,
as well as the previcns Hassroom discussions and the content of the
rapess. Public safety fn
office, Counseling Center, and Resklence Halle,

Ate there any FERPA problems liere, kpowing that references
observations and rainbined educatide records?

What is FERPA_AN About?

(Family Egfticational Rights and rivecy Act)

FE provides students guamntees regarding access to and
tiatity of thelr education reconks, including their

- Right to chaflenge contents

~ Right to cotitrol over disclosure —which has the
most significant tpact on how we deal with
educational records
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Why Srﬁ})uﬁ{ We Care?
(and train othiers to care)

. Fedem\{Regulatlons: Finst defense

* Increased demands for information

+ Decentralizad access expands the definition of school

official
+ Tncreasing concemdgver student safety

+ Bevause it is the right ¢

Rememper--

Thie Primary causes of FERPA violations related to
nnautfiorized refease of information are

— Accidental refease

— Qffenders norfpowing the regulations and
their responsibifities

Key Defthitions
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ifuticaally Defined: svay staz with apgﬁcanb, admits, or

ants (yaaml}y attending a5 of the flist day of the tzam).
‘Typially maniculants
it and non-<credi, degree or non<egies reeking, all
resldendes; allages
Acquire afl FE| ights at the ime they become 2 "Stident” (note:

T
tatents Jose all ﬂé}ﬁﬁ:w&s to educational tecords of students at
post secondary Instiutions); retzin FERPA rights untl deceazed.

=
oo
=
&
a2

T{ance in person or by comespondence.”

New: “Attendance In person ot by paper correspondence,

ce, satellite, Intemnet, or other electronic

students who are gt physically present in the classroom.”

information ani telecommustications technologies for /

Additional Diseusslon: *
of attendance should be
leading to a diploma or cent

e\m:o not agree that the definitio
Iimjted to receipt of instruction

Key Definition: Student
L Chapmag Definbtion: an ndividuad officially emolled, dfectice the fisst day of their

regardless If they are wldng credit and/or non-crediz courses; are degree
ot ponderee Rking; all restdendes; all ages.

These Indhviduals sequlee all FERPA rights at the time they become a
stodent; they retin theig FERPA rights until deceased.

(Note: parents bose all dght to education records of theit student(s)
ak the post secondary level, regagdless of the student'’s 2ge; all rights
meve to the student}
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Key Definition: Educational Record

Withbertain exceptions, all records klentifying students

Treatment réeprds
Alvmnt records
Employment reco
Sole Possession

Educationf Records: Alumni Records

received by 1the University after an Individual s no

the individual's attabdzace a0 a studeat

former students, edhuation records eactude records that
attendance and the record) are not directly related w0

Educatign Records: Peer Grading

pery that have not been collected and recorded bya

and, thecefosermge not education records under FERPA.

considered malnkined by an educational institution
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Key Definition: School Officials

Sehool dficials ave individuals or groups providing & necessary senvice for
ot on bihalf of the Unfversity. They have no inherent rights re:
uceesing edycational records. Schaol officdals may access education
records baredwapon need to know In order to carry out thele
responsbilides fog the Unkewsity- Tegitimate educationa) interest’.

School officialy ate equilly respansible for following FERPA regulations,
and re-diclosure requiteents whenever accessing student edication
'

School Officials

Caher Schodd Officls
cmﬂu%?n, comﬂlamsﬂv!qnmn,fndofha outtide paities Lo whem

the'link 2t ¢ ir vervices of furctions and who may
hewe 1o studenit tducation records. Such entitics onust meet the
following criteris:

— they previdéqa bandattonal servive or function that the Ushentey soold otheraise
st eriplogaes forma

-tEeyhave Tegitm disatiored Itereat” In the edecarion records 1o be wocessed

~In providing the 1pecifiSd senvices the party s uorder e dieet costral of the Unbenalty
—theyare subdict i the 1am e redischorer cendifions spphicable m 2 scheal offichls

~irzy mew st dent recerds oreas reanabied by e catdde servize poovider 21e
sty

edxcatson records that bedong ro
~att it d to i ke mmrmal

Key Poifit 1o Rgmember, , ,

Nothing in PEREA profiibits a school official from
sﬁar?r%g information that is based on that

tyfﬁ'cxh[’h%szrmf kitorfedge or observation and

that is not blsgd on information contained in an

il
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Annual Notification

The Anzra) Nefificetion s mndztoq_infc?mﬁon muia{mﬂallﬂe to udemlts

Student Rights to Review Records

| ! Upen t we must 2ilow students acress 1o thelr tecords as follows:
- eet mpues be 3Boned secens within 43 duyy
- W dhentzoy the recced onre requested gt 8 e sadess b prodded moees

- Sooders dq rot have the right 3o aceeis the foBoaing

tal information

uments pbmiend for 2dmbvsen andfor finarmtat axd
the uedml waived the right (o access, 10 Jong 23 the

» education rreords of dhe Mg deny et contaly Inforsxtion on othec stadenty

StudentAccess

Registrar’s Office about this passibility)
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Student Ry /14 Controf Access: Consent
Require

those exceptions Hsted tn section 99.31 of tha FERPA
regylatons, in osder for the Unkersity to release student educstion
inforznation the student must provide a signed refease stating
which tecond(s) may be rekeased, to w records may he released,
and the furpose of the refesse. An ‘approved signature’ Iz defined as:

s written signature presented directly 1o the yrdversity;
~the studen¥y written signature authoriting the relcase of the

infonmation ¥ tted to o thitd party;
~the student accenttng WehAdvisor via the nser name and patsword
authenticating the £

Note: enmil is not considered # sigiture of release; however Lhe sending
an énmil with a pdfatrachment whigh fnclades the signature pould
acceptable A standard relzase form Ixgvaslable on the Regiersr’s

5
99.31: Ky Exgpptions ot requiring
signature of rélease
The univesity maf disclose education tecords without consent to the
following exfeptions (there are more; these are most common). Note
the key is 'may’; we are not requited under FERPA to relese o
anpene/other than the stadeat.
— @@. having bgitimate cducational fntecest
~Lnstiutiorof post diry educrtfon where the student sevks toenroll ot i
earcolbod
-For financial 2id Yegification purposes
Judicisl onder/s
~Health & safety smerg
“Restlt of disciphinry proceedd
~Sex offerder
-Diratoiy information
~The student {riterates student dights to without nead for signapfe)
e

elense Tducation Records to Parents

Then May T
udent’s Tiritten Permission?

Tihthout the |

with a heslth or safety emergency

b under the age of 21 and has violsted a krw or an Institutional
governing the Lse of possession of aloohol o 2 conteolied

mhaance

-H the disclosure 18y within sny cther sxception to the consent requiremvent in
59.31 {a} of the s ruch 2 the disdesure of directory informstion or
in compliance with axgust order or lawchully ismued subpoena.

<Theugh altowed by the ;, the University does not redesss infotmation
o pacents based soldy upon status ot ege of the student.

e a¥ cxcrprismg lted FERPA does pot ) x5 {0 redetse Erformarion; that i

B tigwsonad cholce.
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Disclosure of records to institutions
previousty attended

official ideqtifled as the ceatorfeender in ordet o conflem

we are the ¢creator o sender of an education record
and ate contacted by another institution 1o determine authenticlty,
we may confirm ny the accuracy of 2 tecomd, and send a comeat
version. Consent fro student Is not required.

/Kformation

maation: vecords swhich are neutral of not pecessanly harmful if
 to ﬁ-dxct;uma, the 1it of which must be ified to efl studenta.

ity has in the Annal Wetificatlon the List of directory

tion that we may refeare without the sudent’s signature. Examples of
railiring directory information clude commencement bulletins,
snn,demstnn\,emﬁeasemreﬁmrdmemmmad; we map

ent p
do o arbitrarily or capriciousty, N

mipmﬂmkni wépmmmdﬂm&d\nmmm
Additional Import;

Director

caitpf the refeate of directory information by submittdrg
1o the Reghtrars Officenp officis] Directory Hold request. Such vequesys
are noted in Dotatel wrd somaticslly cotme on the sreen whenever 5 schod!
official sccersea that rudent t{pformation fn Detazel. It thocs not thow on
WebAdvizor however.

Opting Out.f Directory Information

g ot of Disee srmation"Duecisy 1Ecdd” « recars that the grdversig atanet
iy T ths ok wonih Bt s ont s slesbamee, o o i e
'safety Mune of theeat In pech casts 2 stadend with 2 directory hold wants the
o peitase divectory bfortanicns, # stmdand signntmre of rebease would be

H schood effichals Yegeive uqmuufudkumqhkmfmmﬂﬂrdiga umdmts(:h x
aleusble e 4 "Fea sorry bat Linve o knfere:
nal”, H b sagzestor peralaiy, direcethe requent ko thl k!g!smﬁ

out of directory il Sos not provend an ed | lmm
Dp‘dixlockq.w:,qum 13 Lk
nsticrtiona] expad enmpon - reg.d:raﬁnaa!—f:hlh!omlﬁmbh

X ERLE CariRTR L.

Opting oul docs not perhiin nor nel omdshhzrﬁ'.\gac:mmmaen:nh
oy ox nkasepgmed -,pma.:;c'u}n 31 saceptivn:

o You Want To Be A FERPA Millionaire!!
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Use of SSW As An Atde in Directory
Confirmation

tations prohibit the Unvecsity from disclosing or conférming
Enformation if the requestor provides an S5 16 identify o
a student or the student’s secords unless the student has
provided writign consentin accordance with FERPA. Otherwise by
dizdosing or coh{fiming based upon an 5N we have ateo confirmed
the 53N, which would be a FERPA viclation since 55N can never be
considered Direciory Information.

Best Practices for School Officials

tal FERPA siclatlons, remember these gurdelines:

- Only prindde requested Information mm.r_dentlhecg:stocnns
m‘%t o parties present (or request meeting st another time in

pate)

For signed release on fils - gypically in Repistrar’s Olffice -
%&uﬁ student edvcational record/progress
Infouryjon with nonacheol officials eg. parents, spouses,
employerhlandlotds, ew
Remember uest eigned release from student for alt leters of
recoinmendation, good student status Information, etc
requite nondirectidy cducational record information.

Close files, computer ns, cover papers, close office door, ete
hﬁenﬁtﬁ?ﬁz\iﬂgm{i sktlon o when nonschool officlals may
be present so that thitd pa

i

s do not have access to student
educational record Informatil

Do not post lists of Informadon

taining :nx!enteatm 1
reoneds {grsde liats, credins complet

ﬂ}miqfrchg]/tw ps)

3z

téf, continued

e requests for Information: although signature s not

1o release educatonal record information directly m
fen, school official must make cectain that it #s the student
aking the request. If Identity cannot be determined, do not

ply over the phone. Immediats release of information fs not
ed gERRPA allows up to 45 days). Insure FERPA protection

atrar’s Office or check admintstrative software for
before releating dliectory Information; do not
tot that student Is In atrendance.

certain that fag machines, printes, copy
2ens are nok In envitonment or
t third parties do not have access to
information

1t

g
:
£
=

posltoned as such so

]
!
:
g
!
|

- Unture? Contact the Reglstrar

0 You Want To Be A FERPA Millionaire!!
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Closing, ,

* Office FERPA “Audit”

* Foliow-iip Meetings re: procedures

+ Remember: *It is the right thing to do”
* Web Site:
htip:/ foww.chapman ddu/registras/Privacyindex.html

* snodgras@chapman.edy (iLall else fails)

| S6me sttuations to ponder, ,

But How Long Did She Take?

“HellanThis i+ Wanda Nancire from ACME degree vecdfication, and
woulddike 10 verify whether or not Faye Ledemale earned her
bache gree al FOL, as well as her major and date of
conferrak. Faye's 83N 1s 98765432 1; can you help me?”

10OU's Enrollment ices specialist, Yaz 1. Kann, known for his
cheerful demeanorapd speedy response time, replied “Why yes
Wanda, Faye camed Iter BA in Creative Attendance May 31,
1988 1s there anything ci\l:;an help you with?™

Since IO has degrees and m: Hsted in their directory
information, {5 this 2 FERPA m?

Yo You Want To Be A FERPA Millionaire!!
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What a (freat Student!!!

woudd be great o let the entire office know about the great student
int: wlmbwa'xhnw;ﬁl!\h Divector Bex B. Bhuusmos decided to et

i y newdetter thar was distributed theoughowut te office,
&rd administrative offices. The article wes very complimentary,
following text:

irg Chipman sudent, coming from Shanngre, LA. Sue
= major, 1s an honer studend whh a 3.‘%;@, hay
resident, sofiball team, and hes Hens 1o go Into

ager the completes her digree. Pleme sop by ord

wdrome herlf®
Suxizkr!ls-uehn fleda with the Comgptiance Office, stating thet sthe
&5 p directosy hold, and di spprove any redeate of information.
Do we have a problem?

a7

requests any pértinent information on a Ms. D Meaner, one of your
former ‘x whe Is In her first semester 2t K01 The Birector also
sent a copyef the tanscript from your institution that D submitted as
patt of her aphlication for adimtston. In resiewing the copy, you
detecrmine that Tfa a {rad, and definitedy bas been thrmpered with. D
ateo had a very dubigus record 2t your instintion, and actually wes on
disciplinary probatiors, Wanting to set the record strafght, jou fax the
dieciplinary record to misefon Offioe, 24 well as verifying that the
transcript i les “Foult™B) proclzims, end files 2 complaint with the
FERPA Compliance Office aqinst BOTH institutions, stating that she
did ot elgn = relenze to alion: the seading of 2y of iose records
between the s L

Was thisa FERPA viclation?

N

We HaveTo Lick Al 10,000 Envelopes?

Wantlty 1 do their falc share to meet the §3 Billion goal, the Abumnt
Off ides s “Please Dig Deep” matler to all alums might generate
some pealiive results. Lookdng at over 10,000 In the dal if thds
s 10 be dohe quickly the only posatble sofution s Lo work with an

ouislds ve to do the lezter genertion, determine updated

o m” sap the vendor, However, in
warry eyt the pro| Jl’c'ylequeshsc] stadent

nt address, graduation date, renk In class, and

IR person. :Fo release that information w

v

narnes, SSN, most
gra. “No can do” says
avendor would be a FE

Tood

‘0 You Want To Be A FERPA Millionaire!!
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The Referprice Letter

“Hello Dean Atye, Can you send out a letter of veference for
me to Sylf Prime Mortgage” the email stated. “1've gota
great ‘ogo rtunity H.'llj if you could zend this out today
1 wotld really appreciate it”. The emall came from a

forme: ﬁi\‘-\fﬁ and student intern assigned to the dean.

The dean sentqut the letter that day, stating the student was
a great leaderrhiad & 3.67 GPA, but was a 4.00 student her
last year after ming slgnificant personal, financial,
and academic hundles. Sﬁe was a great example of how
one effectively deals With adversity. Well done.

Surprise! Student files a contplaint saying she didn’t approve
of what was stated in the ln;h 1 (obviously ehe di&n): get
the job}. Do we have a proble?

That’s What I Know

The profes=br was extremely roubled. He had just wimesced 4 violent
exrhange between two shukents following his current Issues
Both wece In the couse, end the student making threatening

fons. Twve of that student's papees referred 10 connseling
ent had gone to for depression, and medication.

o do, fomediately following the inddent the
sublic safety offices and repoited the exchange,
as well as the previous dlgssioom disarsions and the content of the
Hately contacted the Desn of Stedeats
office, Counreling Center, znid Residence Halle.

Are theze any FERPA problems here,
ohervations and maintined educan

Not knowing whae ¢

owing that referenos
reeoeds?

41

ry defense against FERPA violations related to
rized release of information dare
‘;ff\ei (ve, regular iraining for school officials

unaitt,

—~Regular O

environntenst

e audits reviewing physical

1o You Want To Be A FERPA Millionaire!!
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