
Won’t Get Fooled Again! 
 
Reader Beware! Not all e-mail is trustworthy! Even correspondence in your 
Cuesta Mailbox might be questioned.  How can you tell the phishing from the 
factual? The junk from the genuine? The vulgar from the valid? Read on to find 
out: 
 
 
Question: I just received the 
following e-mail in my Cuesta 
account. [See side bar] Is this 
legitimate? 
 
 
 
Answer:  Nope. 
 
First, Computer Services will never 
ask for your password information via 
e-mail. (It’s not secure.) 
 
Second, the email address from which 
this originated 
(“info@webmasters.edu”) has nothing 
to do with Cuesta College. 
 
 
 
Please be cautious when responding to e-mail, even here at Cuesta College. 
Look for the tell-tale signs that the communiqué may be untrustworthy: 
 

• Excessive misspellings 
• Greeting is generic or uses your username (firstname_lastname or 

flastname) rather than your given name 
• The From address is not a Cuesta (or familiar) address 
• The author attempts to get you to respond quickly by using fear or greed 
• Contains unexpected attachments or hyperlinks  

 
NOTE: Never click on hyperlinks or open attachments from questionable 
sources!!! 

 
Be aware that spoofers (those who disguise the “From” field of their e-mail) and 
phishers (those who try to lure you into revealing information about yourself) are 
becoming more sophisticated, so that even legitimate looking e-mail may not be 

From: Webmail Help Desk 
[mailto:info@webmasters.edu] 
Sent: Thursday, January 15, 2009 7:52 AM 
To: undisclosed-recipients 
Subject: Alert:Mail Quota. 
 
 
Dear Webmail User,  
 
This message was sent automatically by a 
program on Webmail which periodically 
checks the size of inboxes...you had 18 
Megabytes (MB) or more of messages stored 
in your inbox on your Webmail. To help us 
re-set your SPACE on our database prior to 
maintain your INBOX, you must reply to 
this e-mail and enter your: 
 
Current User name: { } 
and Password: { }  
 
You will continue to receive this warning 
message...blah, blah.  
 
Thank you for your cooperation.  
Webmail Help Desk. 



what it seems. You may have to check the header information to be sure. (See 
“Checking Headers”, below.) 
 
If in doubt, contact Computer Services and let us check it out. 
 

 

Checking Headers 
 
You can also check out the e-mail’s header information to see if the Message-ID and address 
domains match. 
 
Just open the e-mail and then select View  > Options  from the menu bar. A window will open 
with the information displayed in the “Internet Headers” box at the bottom. 
 
(For more information on evaluating headers, go to 
http://academic.cuesta.edu/training/training_materials/header_eval.pdf.  


